Vous trouverez VeraCrypt dans Zubehor

VeraCrypt finden Sie im Zubehor
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-

ME Adobe AIR Application Installer

@4 Programm starten ...

Q Anwendungsfinder

[E] Archivverwaltung
@ Bildschirmfoto
@] Catfish-Dateisuche
[ Dateiverwaltung
, | B ipython

X = Jupyter

= Notizen

. | B8 onboard

) }H Terminal

) ]@I VirtualBox

¥ | B zeichentabelie

478 DB Browser for SQLite
Z4, Passworter und Verschliisselung
& Scratch2
E] Taschenrechner
& VeraCrypt

VeraCrypt
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Il faut créer un dossier
(container) qui sera

crypté.

= 5
= 6
- 7
- 8

- 9

= 10

- 11

Create Volume

Zunachst muss ein
verschlisseleter
Container erstellt
werden.

Vallssis 21 o)

5l | Select File... |

ﬂ%’ |/ Never save history

{ Volume Tools... ][ Select Device... I

ﬁ ‘ Auto-Mount Devices ' ‘ Dismount All ' ’

Laisser le choix par défaut
et cliquer sur Next.

i - VeraCrypt Volume Creation Wizard

() Create a volume within a partition/drive

VeraCrypt Volume Creation Wizard

i*) Crea encrypted file container

Creates a virtual enc within a file. Recommended for

inexperienced users.

Einfach die DefaultmaRige
Option lassen und auf
"Next" klicken.

More information

Formats and encrypts a non-system partition, entire external or
secondary drive, entire USE stick, etc.
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Encore une fois.

VeraCrypt Volume Creation Wizard

Volume Type

« Standard VeraCrypt volume

Select this optiol
volume,

tto create a normal VeraCrypt

") Hidden VeraCrypt volume

1t may happen that you are forced by somebody to reveal the
password to an encrypted volume. There are many situations
where you cannot refuse to reveal the password (for example,
due to extortion). Using a so-called hidden volume allows you to
solve such situations without r ling the p d to your
volume.

ore information about hidden volumes

Sélectionner I'emplacement
souhaité pour votre
container et donnez-lui un
nom. Ici, il est sur la clé USB
Toshiba et il est nommé

coffre.

VERA CRYPT

Volume Location

, /media/noirochr/TOSHIBA/coffre
W Never save history

A VeraCrypt volume can Lest a file (called VeraCrypt col
which can resk a hard disk, on a USB flash drive, etc, A
rypt container is just like any normal file (it can be, for example,
moved or deleted as any normal file). Click 'Select File' to choose a
filename for the container and to select the location where you wish
the container to be created.

WARNING: If you select an existing file, VeraCrypt will NOT encrypt it;
the file will be deleted and replaced with the newly created VeraCrypt
container. You will be able to encrypt existing files (later on) by
maoving them to the VeraCrypt container that you are about to create
now.
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Noch einmal.
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VeraCrypt Volume Creation Wizard - + X

SelectFile... |

Das Verzeichnis auswahlen,
wo der verschlisselte
Container erstellt werden
soll. Hier, das USB-Stick
Toshiba und der Container
wurde "coffre" benannt.
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Choisir la taille du dossier
que vous voulez crypter. S'il
ne doit contenir que des
notes, quelques MB
suffiront. Prévoir un peu plus
s'il doit pouvoir contenir des
documents plus lourds (par
exemple attestations
médicales scannées).

VERA CRYPT

VeraCrypt Volume Creation Wizard
Volume Size

200 | w8z

|
Free space available: 26,

Please specify the size of the container to create. Note that the
minimum possible size of a volume is 292 KB.
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Die Grole des
verschlusselten
Verzeichnisses eingeben.
Ein paar MB reichen wenn
es nur um Noten geht, aber
ein bisschen mehr, wenn
man auch eingescannte
Dokumente (Arzt Attest zum
Beispiel) dort speichern
mochte.




[~ VeraCrypt Volume Creation Wizard

Volume Password

Password: ' essonsnee

Confirm password: ' ssscescse

(] Use PIM

Choisir un mot de passe
suffisamment solide en
respectant les conseils
habituels en la matiére.

Itis very impartant that you cheose a good password. You should
avoid choosing one that contains only a single word that can be fou

not contain any names or dates of birth, Tt should not be easy to

Attention : pour des raisons
de sécurité, ce mot de
passe ne pourra pas étre
retrouvé s'il est oublié.

case letters, numbers, and spedial characters, suchas@A=§ %+

characters (the [onger, the better). The maximum possible length is

VERA CRYPT

[ Display password Das beliebige Passwort
[ 1 Use keyfiles eingeben.

in 2 dictionary (or a combination of 2, 3, o 4 such words). It should Vorsicht : aus

guess. A good passwerd is 2 random combination o upper and ol SiCNErheitsgrinden kann
etc. We recommend choosing 3 password consisting of 20 ormar= | di€S€S Passwort nicht

64 charactars, wieder gefunden werden,
wenn es verloren wird.
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- VeraCrypt Volume Creation Wizard

Volume Password

Password: !---.u...

Confirm password: ! ssesessss

Vos verrez
vraisemblablement

[ Use PIM

WARNING: Short passwords are easy to crack using brute

Diese Nachricht wird
wahrscheinlich

apparaitre ce message si A e erscheinen, aber Sie
' . AL IR "
vus navez pas Opte pour We recommend choosing a password consisting of 20 or konnen trOttZdem an
haracters, Ar nt to hort . H
un mot de passe szt aide s "Ja" klicken, wenn Sie
monstrueux. ) kein zu langes Passwort
i/ ] -
- £ verwenden méchten.
g 64characters, :
| @ Hilfe j | < Prev i@Abbrethen
- VeraCrypt Volume Creation Wizard = + X
Format Options
Filesystem Options
Filesystem type: |FAT =

Vous pouvez laisser le
choix par défaut du
systéme de fichiers.

Volume Format Options

it has to be formatted with a filesystem. Please select a filesystem

type,

1f your volume is going to be hosted on a device or partition, you can
use 'Quick format’ to skip encryption of free space of the volume.

VERA CRYPT
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Inorder to enable your operating system to mount your new volume,

Sie kénnen das
defaultmassige
Filesystem Format
bestatigen.
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Voici enfin venu le moment
amusant : il vous faut
déplacer quelques instants
le curseur aussi vite que
possible et de maniére
aléatoire au-dessus de la
fenétre a l'aide de la
souris.

VeraCrypt Volume Creation Wizard = X

Volume Format

Random Pool; 6CAC3F4224BRC023C283880040. . |Wf Show ES |St Jetzt der
Header Key: .
Master Key: unterhaltsame Teil der

Aufgabe : Sie missen
| " | eine Weile lang den
Done |  speed | | o Cursor so schnell wie

Vous y étes arrivé! Le
dossier chiffré est
créé. lln'y a plus qu'a
l'utiliser...

B mdglich fufallig Uber das
o IMPORTANT; Move your mouse as randomly as possible within this .
)  window. The longer you move it, the better. This significantly QGOffnete FenSter
increases the cryptographic strength of the encryption keys. Then
é click Format to create m: volume. bewegen .
w
>
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b VeraCrypt Volume Creation Wizard - % X
Volume Created
Gluckwunsch! Das
The VeraCrypt volume has been created and is ready for use. If you (1
wi;hw create another VeraCrypt volume, click Next. Otherwise, click ve rSChlusseIte
£ Verzeichnis wurde
erstellt. Sie kdnnen es
benutzen.
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